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[ Abstract ] This study focuses on agile interference and collaborative deviation techniques for anti-UAV systems. It examines the

key characteristics of UAV navigation and communication links, analyzes the fundamental principles and advantages of

agile interference and collaborative deviation, designs an agile interference system architecture based on

Software-defined Radio (SDR), and optimizes the interference signal generation algorithm to achieve precise

suppression of UAV frequency modulation and spread spectrum interference channels. Furthermore, a multi-node

collaborative deviation system is established, employing a distributed consensus control-based coordinated strategy to

address limitations in single-point deviation coverage range and accuracy, thereby enabling precise trajectory guidance

for UAVs. The findings provide valuable references for the engineering application of anti-UAV technologies.

[ Key words ] Anti-drone equipment; Agile jamming; Collaborative deviation induction; Distributed control; Low-altitude security
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