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Research on Network Information Security Threat Detection Technology Based on Artificial Intelligence
Hu Liangjia
Hangzhou Anheng Information Technology Co., Ltd. Hangzhou, Zhejiang Province 310000
[ Abstract ] To break through the bottlenecks of traditional threat detection technologies and solve the practical problems such as

inability to identify unknown attacks and low detection efficiency, this research proposes an artificial intelligence-based
network information security threat detection technology. Firstly, this paper clarifies the adaptability of artificial
intelligence in network information security threat detection and summarizes the intelligent detection process based on
the technical characteristics of network security threat detection. It then explores the application methods of machine
learning and deep learning in threat detection. Through experimental methods, it verifies the differences in key
performance indicators such as accuracy, precision, recall rate, and false alarm rate among traditional IDS detection
models, single machine learning models (Isolation Forest), single machine learning models (Random Forest), and
CNN-BiLSTM models. This further validates the application results of intelligent threat detection technology.
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